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ugus ‘ fPX 
OGC Has Reviewed 

MEMORANDUM FOR : Director of Central Intelligence 
VIA : Deputy Director of Central Intelligence 
FROM : Anthony A. Lapham 

General Counsel STATINTL 
SUBJECT : Proposed Revision of HR fetde 
REFERENCE : 


DCI's Notes on 4 7 DDA Memo Regarding 


Approval of HR STATINTL 


1. Action Requested: It is requested that you review 
this memorandum which discusses your comments concerning the STATINTL 
proposed revision of HR JM, and approve that revision if 
you agree with the treatment accorded those comments. 


2. Background: By memorandum of 4 August 1978, you 
were requested by the Deputy Director for Administration to  STATINTL 
review and approve a proposed revision of Headquarters 
Regulation the rather complex Agency regulation which 
embodies the many restrictions on intelligence activities 
which derive from Executive Order 12036 and various Agency 
policies. In your notes concerning that proposed revision 
you requested the general approval of this Office and also 
requested views regarding your comments as to particular 
provisions of the regulation. Those views follow: 


a. This revision was initiated by the Office of 
General Counsel following the promulgation of Executive 
Order 12036 and, consequently, has the general approval 
of this Office. 


b. In paragraph (7) on page 3, you would delete 
the words "serious or continuing” from the sentence 
which provides; "Cases involving serious or continuing 
breaches of security shall be reported to the Director 
of Security, who shall inform the General Counsel." 
Your deletion is appropriate in that it would remove an 
implied limitation on the security breaches which are 
to be reported to the Director of Security. However, 
not all such breaches need be conveyed to the General 
Counsel and Section 1-707 of Executive Order 12036 
requires only that "serious or continuing" breaches be 
reported to the Attorney General by the General Counsel. 
Thus, we have modified the sentence further to read, 
"Cases involving breaches of security shall be reported 
to the Director of Security, who shall inform the 
General Counsel of serious or continuing breaches." 
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c. You have indicated some doubt regarding the 
elaborative sentence in paragraph (3) on page 4 which 
explains that for purposes of the prohibitions in E.0O. 
12036 and HR “electronic surveillance" is not 
considered t lude circumstances where any party has 
consented to the monitoring of a telephone conversa- 
tion. As is explained further on in that paragraph, 
this is consistent with the law governing such surveil- 
lance in a domestic law enforcement context. Further, 
by the very terms of the E.O. 12036 definition which is 
incorporated verbatim in this paragraph, "electronic 
surveillance" for these purposes only includes "acquisi- 
tion of a nonpublic communication by electronic means 
without the consent of a person who is a party to an 
electronic communication." (Emphasis added) 


d. The elaborative language following the defini- 
tion of "physical surveillance" on pages 6 and 7 has 
been revised and shortened in response to your concern 
that it was too complex. 


e. The elaborative sentences on page 10 which you 
highlighted and which related to the Agency's authority 
and ability to request and assist appropriate electronic 
surveillance within the U.S. represented an attempt, 
albeit convoluted, to explain applicablé limitations on 
this activity and cross-reference other relevant pro- 
visions. A further effort has been made to consolidate 
simplify, and clarify this portion of the regulation. 


£. The provision of paragraph (n) on page 18 as 
to which you have indicated some concern represents no 
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g. Your comment concerning paragraph (q) on page 

19 has not been adopted in its entirety. Because this 
provision is a direct quotation from E.O. 12036, the 
reference to "this Order" must be changed to "Executive 
Order 12036" in order to be meaningful. However, 
addition of "regulation" here could have unforeseen 
adverse consequences since that change would bar CIA 
from lawfully requesting other entities to undertake 
activities which they may be perfectly free and legally 
authorized to accomplish but which CIA has determined 
to bar itself by regulation from undertaking. For 
example, under paragraph (d) on page 29, CIA has deter-~ 


mined it will not undertake any analysis project specif- 


ically involving collection of information regarding 
foreign economic activities of U.S. corporations. If 
"regulation" is added to paragraph (q) on page 19, this 
could be read to prohibit you or CIA from requesting 
such analysis by or from the Department of Energy, 
Commerce, Agriculture, or other entities which may not 
have adopted this policy. 


h. You did not make any specific remarks as to 
pages 20 and 21 which are included in your list of 
comments. However, the provisions on those two pages 
have been reviewed and represent appropriate guidance 
as to the extent and nature of permissible CIA relation- 
ships with law enforcement authorities. 


i. Similarly, the provision on pages 22 and 23 as 
to which you made reference but no specific comment are 
intended to provide reasonable guidance concerning 
potentially sensitive activities, i.e., the handling of 
improperly acquired information concerning U.S. persons, 
and assisting DOD activities either involving U.S. 
persons or conducted within the U.S. 


j- You are correct in noting that the reference 
to "Sections 1-811 and 1-813" in paragraph (b) (1) on 
page 27 is incomplete and should indicate those pro- 
visions are in E.O. 12036. 


k. On page 29 you indicated concern as to whether 
paragraph (c) included polygraph authority for contrac- 
tor personnel. That paragraph includes "individuals 
being considered for or holding security clearances or 
approvals " and this language is intended to extend 
this authority to contractor employees. 


1. As you suggested, a general summary of the 
relevant portions of HR [has been added in para- 
graph (3) on page 31 following the reference to that 
regulation. 
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m. You should note that, as a result of a request 
for guidance from J it has become evident that ths 


ortion of this regulation governing 
is overly narrow. ccordingly, 


paragraph (j) on pages 32 and 33 has been revised to 
allow collection of information from publicly available 
sources concerning at least the same categories of U.S. 
persons as are not protected from clandestine collection 
under Section 2-208 of Executive Order 12036. In 
addition, paragraph (i) on page 32 has been modified in 
similar fashion to indicate with more precision that it 
is Section 2-208 of the Executive Order which also 
governs the categories of U.S. persons as to whom 
collection requirement lists may be maintained. 


n. Your final concern centered on whether your 
signature was required as to the regulation, with 
annexes attached, or as to both the regulation and the 
annexes. Since the annexes are an integral part of the 
regulation and are incorporated by reference in it, 
your approval should extend to both the regulation and 
the annexes. It is my understanding that this will he 
accomplished with an overall approval sheet rather than 
a signature line in the revision itself. 


3. Recommendation: It is recommended that you approve 


this revision unless further questions come to.mind as you 
review the revision once again. 


STATINTL 


Orig. 
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MANAGEMENT 


o 


1. 


(1) 
including the 
Director, are 


in particular, 


26 January 1978), particularly Section 2. Provisions of the 


RESTRICTIONS ON INTELLIGENCE ACTIVITIES 


SYNOPSIS: This regulation implements 
the provisions of Executive Order 12036 
that impose various restrictions on the 
intelligence activities of the Agency, 
particularly with regard to activities 
involving United States persons. The 
regulation also includes Agency policies 
regarding, among other things, the 
conduct of security investigations, 
relations between the Agency and other 
governmental entities, and relationships 
between the Agency and members of the 
U.S. news media, U.S. clergy, the U.S. 
academic community, and employees of the 
Congress. 


GENERAL 


The intelligence activities of the United Stats, 


activities of the Agency and the Office of the 


restricted by various provisions of law and, 


Executive Order 12036 (43 Fed. Reg. 3674, 


Executive Order which are quoted in this regulation are 


indicated by italics. Nothing in these portions of the 


Executive Order or this regulation is intended to authorize 
any activity not otherwise authorized or to provide exemption 
from any more restrictive statute, Presidential directive, 
Executive order, or regulation. Unless otherwise specified, 


provisions of this regulation apply to activities of both the 


ihe 


Agency and the Office of the Director whether inside or outsi.te 


the United States. References to law are to the Constitutioa 


and applicable laws of the United States. 
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not be amended without the approval of the Director or the 
Deputy Director of Central Intelligence. 

(2) No activity or action shall be authorized 
which would intentionally, or reasonably would be expected 
to, abridge the Constitutional or legal rights of U.S. 
persons, whether in the United States or abroad. 

(3) To ensure that all activities are in compliancs i 
with ‘the law, Deputy Directors and Heads of Independent 
Offices shall consult with the Office of General Counsel on 
all aerividies whose legality is net clearly established. 
STATINTL 
The Genene rs onnech shall have access to all information 
necessary to pepeon the duties of that office (see HR en 

(4) The Inspector General is authorized to review STATINTL ! 
all activities and shall have access to all information 
necessary to perform the duties of that office (see HR a. 

(5)' Any activities or proposed activities that 
may raise questions of compliance with law, Executive order, 
or regulation, or that may otherwise appear improper, will 
be brought directly to the attenticn of the Director. 

(6) Any employee who has knowledge of past, 
current, or proposed CIA activities that might be construed 
to be illegal, improper, questionable, or not authorized by 
applicable law, Presidential directive, Executive order, or 
regulation, or who believes that instructions received in any 
way appear to. be illegal, improper, or questionable, shall 


inform the Director or Inspector General immediately. 
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[~ (7) Information, allegations, and complaints of 
possible violations of Federal criminal law by CIA employees 
or any other person shall be reported immediately by any 
employee to the Inspector General, who shall inform the 
General Counsel. The Inspector General shall provide to thea 
General Counsel an evaluation of the impact, if any, of a 
prosecution of such a violation on the national security or 
gousian relations of the United States, including intelligence 
operations which may be jeopardized or intelligence sources 
and methods which may be compromised. Pursuant to 28 U.S.C. 
535 and Seer ion 1-706 of Executive Order 12036, evidence of 
possible violations of Federal criminal law shall be reported 
expeditiously to the Attorney General by the General Counsel 
in accordance with procedures and guidelines adopted by the 
Attorney General. Cases involving breaches of security 
shall be reported to the Director cf Security, who shall 
inform the General Counsel of serious or continuing breaches. 
The General Counsel shall, in compliance with Section i-707 
of Executive Order 12036, recommend to the Attorney General 
that such cases be referred to the FBI for further investigation. 
(Required procedures and guidelines will be included as 
Annex F at such time as they have been developed and approved.i 

(8) The provisions of any previously published 


regulatory issuance inconsistent with the provisions oft this 


L regulation are superseded. 
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| b. DEFINITIONS. For the purpose of this regulaczion, 
and except as may be provided in the annexes to this regulation, 
the following terms shall have these meanings. 


(1) "'Communications security'' means protective 


I ce ee a 


measures taken to deny unauthorized persons information 


derived from telecommunications of the United States Government | 


related to national security 


of such telecommunications, 
(2) ''Counterintelligence'' means information 


gatheréa j. and activities conducted to protect against espionag: 


(uperiatieadr petvor ise activities or assassinations conducteii 


for or on behalf of foreign powers, organizations or persons 


but not including personnel, physical, document, or 


communications security programs. 
(3) ''EBlectronic Surveillance'’ means acquisition 


- 


of a nonpublic communication _by | electronic means without the 
NE At EC ENE OA ON OT SO OL LOLI 


consent of a person who is a party _to an electronic communication 
consent of a person Wee FSS PS Bo saved 


or, in the case _of a nonelectronic_ communication, without 


see tot end rene sero + eorentmnteireminanen tne tine ers mmr er ree ea ee ee es Teena Nee ere tN Bf, 


the consent of a person who is. visibly present at the place 


ae a cen me tee perme sere neem a ane te 


of communication, but not. including the _use_ of 3 radio direction 


finding eguipment solely to determine the location of a 
transmitter. The monitoring of a telephone conversation 
with the consent of one party does not constitute electronic 


surveillance under this definition. This is consistent with 


Title III of the Omnibus Crime Control and Safe Streets Act 


x of 1968. cording of an ordinary oral conversaticn 
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by someone who can be seen by both parties to it, and 


is in reasonably close proximity to the parties and therefore 


can reasonably be expected to overhear it, does not constitut:. 


electronic surveillance. 

(4) ''Employee'' means persons employed by, 
assigned to, or acting for the Agency and the Office of 
the Director, except as otherwise defined in the annexes 
to thid regulation. 


(5) ''Foreign Intelligence'' means information 


oh 
relating to the capabilities, intentions and activities of 


EE yupn meres em es 


foreign powers, organizations or persons, but not including 
ET re 


RTE UT RE a! re eer 


counterintelligence « exce t Or _information on international 


Jace rtremaecme se re rte mmc oe 


terrorist activities. 
a OPORTO REET EETS™ 


ETD 


(6) {'intelligence’"’ means foreign intelligence. 


and counterintelligence, 


(7) ''Intelligence Community'' and ''agency'!' or 
Vlagencies within the Intelligence Community'! refer to the 


following organizations: 


(a) The Central Intelligence Agency (CIA); 


seietentiatiiont teeta enteadd 


(b) The National Security Agency (NSA) ; 


(c) The Defense Intelligence Agency; 


(d) The Offices within the Department of Detense 


Re 


for the collection of specialize 


ans TR OEY EE HN TART TE AO TNR RTM ACE ET ce 


through reconnaissance programs; 
Feet eee re ee enc nn ne cman a canpes bememadmmnatatet aeenamen nannenienitiingsnetatiaetiadmeaaminimma neielidetiasiatetiinieds 


(e) The Bureau of Intelligence and Research of 


the Department of State; 
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= (f) The intelligence elements of the military | 


services, | the Federal Bureau of Investigation (FBI), the 


(Fed MRC ENE NS 2 RR HORE PERE SIRE TRNERIT E EES IE 


Department of the Treasury, | the Department of Energy, a and 


ALE NN, OR ENE SNE A HE Me Se oleae a Elaat naeteneed 


the Drug Enforcement Administration (DEA); and 


STATINTL 
(g) The staff elements of. the Office of the 
Director of Central Intelligence (see HR jis 
(8) ''International terrorist activities'! means | 


any activity or activities which: 
ey ee ey ey cree ee ater 


(a) involves killing, causing serious bodily 


“., 
harm, kidnapping, or violent destruction of property, or an 
ETERS NOIRE EEE LIS CRIT 8 EE OLTEE: OTL LEE OE TE LE SE ET TT Gr ta i ee a 


attempt or eredible threat to commit such acts; and 


CEN ENCE IRE LORIE 


(b) appears intended to endanger a protectee of 


pehaaiiiicdiadl 


the Secret Service or the Department of State or to further 


Se 


political, social or economic goals by intimidating or 


ET ARONA A RR EE EE RN RT RE OR RE IE ON EE TE 


coercing a civilian population or any segment thereof, 
pinttindetaschis) ean Rem eee Dea ces MN ta incertae nen woe rks ioee 


NEC RE Le en iotateciaenanseehiahtalnhatiaaieldiatetediahteed 


influencing the policy § of a government or international 


S ceteaailibichieantenaiaitten i 


organization by intimidation or coercion, or obtaining 
eave eme nonnroncenemvervahhn Yipee eat lc conn patent ot On nape teat ey 


ch nrems Anema 


widespread publicity for a_ group or its cause; and 
Ce eduntmarimpemantacien tesiitinatnestiahh aici Se a ee nam emi aneN EE AAR ba 


Cran era eR a ees er oe 


(c) transcends national boundaries in terms of 


SNORE IIR OL ARSC IEE ES ON LT LET TRE RETO ONE EA 


the means by which it is accomplished, _the civilian population, 


IO AERA TRAITOR MPO Red ER NE ES ER ARR ORE SO RES TI SIONS A ars me 


government, or international organization it appears intended 
renee cum mnmeeenneten 


arabe ReM REA Many APPEAR AP EA ACR: PERU UO LANES SGA LSE EMRE ote 2 A A REIS AEA I ERE SEMESTER AOS RASS RESET TE 


to coerce or intimidate, or the locale in which its perpetrators 
ene nen! 


ny OEE REET | EUTRTROEE TTR EVO OATIETTIT SPE EN ROT Mrs SRR FORE EYD CNP 2 CE DOE ERAT ME FIT LIENS ELE ET TE aR 


operate or seek asylum. 
T sah isan niin niialealetininteminlinath 


concer 0 AN I 


(9) physical surveillance'' means an unconsentea, 
a a i a ee 


systematic and deliberate observation of a person by wany 


se Fe REE ae eR Rated 


| means on a continuing basis, or unconsented acquisition of a 
TE EDEN E OT LTTE ST SEE * 


hd NOONE AMAR MARRY 6 RIOR Sy SETAE TW RR TERE eRe EN MIRE ERO SRRES EE, RET ED ROE NT ON mr 
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ow nonpublic communication by a person not a party thereto or 


lectronic surveillance. This definition does not include 


overhead reconna 


Sance not directed at specific United. 


States persons, The definition of physical surveillance 
refers primarily to systematic observation of an individual 
designed to determine all of his regular daily activities. 


The un¢onsented acquisition of a nonpublic communication by 
aes Pi end Pt aaa ena Doccoeg hee A 


a person not a party thereto or visibly present thereat retars 


epee mare 1 AS am el Ei 


my 
primarily to a situation where a person hides in a room to 
overhear what persons in the room are saying. 


(10) ''Special activities'' means activities 


conducted abroad in support of national foreign policy 


objectives which are designed to further official United 


States programs and policies abroad and which are planned 


rare 


and executed so that the role of the United States Government 


Re ee Seta ce gt gt a me fm 8 RN II th 


is not apparent or acknowledged publicly, and functions in, 


support of such activities, but not including diplomatic 


Ae TE 


activity or the collection and production of intelligence or 
related support functions. 

(11) ‘tunited States,’ " when used to describe a 
place, includes the territories of the United States: 


| (12) '‘Uunited States person'' means: 
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(a) A citizen of the United States; 


ROO 


oa Ar ln 


(b) An alien lawfully admitted for permanent 
residence; 


(c) An unincorporated association organized in 
cen corer sibs opr ar io ae wit comes ease 


EE IE TTT STAY A fn ed 


the United States or substantially composed of United States 


ert izens OF ott ene lawl y some te fo ee 
or 

(a) A corporation incorporated in the United 

or POLICY 

(1) RESTRICTIONS ON COLLECTION 

(a) General Provisions 

(1) The activities described in paragraphs (b) 


through (s) below shall be undertaken only as permitted by 


cerned tea lites tae thiol caine a 


this regulation and, where required, by procedures established 


en rn ee oe 


by the Director and approved by the Attorney General. Thos: 


procedures shall protect constitutional rights and privacy, 


ARON EN ENTE EMEA PNR! RY LL PROCES NTN BTM ER Fb AST UL EE EI 


ensure that information is gathered by the least intrusive 


PR AAETI TRIN PTT EMT RD FPR OTP TA RTA ER LS OP, ONAL RT TALS FORE RST IO A ARM! NY URE DATE RTT LE OO 


means possible, and limit use of such information to lawful 


EMSRS READ UR TTL OE PUY ME I TO REE NPE I PR OE TE 


governmel ta urposes. 
OA PRE COANE LLL E NE a ala intl teal 


(2) Activities desciiped 22 paragraphs (b) throuyh 


; i 
(e) for which a warrant would We required if undertaken for 


t atteniadientaatanmeeny Psion thikinaeililt SS oe 


law enforcement rather than intelligence purposes shall not 
TE RIEL ONE OE BLM IT RAR PRD MERCADO LA OE FRNA ALAR PARE WER STIMSON, | ORTH Te NC LRE EEN Ws EPMPY AMIR Re SRE A EOE EIT He 


be undertaken against a United States person without a 


judicial warrant, unless the President has authorized the 
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SIRE SE ON SNE OS GALE SS RTS, SME ee 


= type of activity involved and the Attorney eanerad has both 


approved the particular activity and determined that there 


ST AE PRET FEY TE IP NEE ER LER 


OE PRN IER PE ARTE OR EE 


pr robable cause to believe. hat the United States person 


F cidadd diaeanaiiideanons abhuadheneearaden’ ere oe r ee 


is an agent of a foreign power. 
ST LIE T 


re io tetas teh oS tr mt ced 


(b) Electronic Surveillance. The CIA may not 


CE RT ES ATI 


engage in any electronic surveillanze within the United 


ALEC EE OE AIS AA LRG Be ol ER I ERSTE AES aT ORAL NS NON a AR AO 


States. No agency within the Intelligence Community shall 
engage jin any electronic surveillanze directed against a 


United States person abroad or desiyned to intercept a 


communication sent from, or intendei for receipt within, the 


United provers except as permitted by the » procedures establ-. -s ced 


ed 


pursuant to paragraph (1) (a). Training of personnel by 
Ln asbetaiainectabeeediementtiamememeenetatemidhitinianettiiondl APR A ATE OT ARN ENERO: ATE FS IAL TELE EET ESE EIST I OCTET 


agencies in the Intelligence Community in the use of electronic 
TOAD LEE LT OEE PT I TT EE ETS TE TE WEE NMR TY TREES eI 


SPRITES: RN; 


communications gui ipment, — testing by such agencies of such 


renee RE ARREST Mid “St, ORR TO A SE PREY OEE ORE CRORE PERE 65S 


equipment, | and | the use of measures | to determine the existence 
REY INT EN OL. i  aiebe cd ah san 


SO OPN 1 SORE PTE PIT EN GS REMIND ERI in 


and capability of electronic surveillance equipment being 
LOE LEI IEEEID EERE LE PIE Po 


REAP AO ETN I ART SI OF IE AONE SRS RYE RN TES TERETE TS ERR sO 


used unlawfully s shall not be prohibited and shall also be 


AE TF AFR ECORI SR TMT ALCL CT EE OFLA RES RE 


governed by such Procedures. Such activities shall be 


EPR ETRE TIT TE OREM, ETE EEE SS TRUS TT OS NS TE TRE 


Limited in scope and duration to those necessary to carry 


Lh RANMA ASEH EAE NE LSE TN ER NS RAR RE POAT Ue HI ENT RSTO RPE Pry RR 


out the training, testing or countermeasures purpose - No 
Sense Seasioncne st nae ecm SRA tbat thera 


Te bOI She RET RP RENE TIE FaN ee: Ry 


information. derived from communications intercepted in the 


Te ALA SRL APE SEE LAE YOR Sd A RI TE I, EEE REE COA TN EOE SOS =: Sw 


course of such training, testing or use of countermeasures 
psc ssebsratn nce eens 


LAH TL REP PRT: ETRE OTE ORY TS NT OE RT TRS RTS RE RTD ER CE CE IR RTE TAS 


may be retained or used for any other r purpose. (See classitivd 


renner PPR ERA POT PNT La ah Loser acthad iene Dathinis aah 


Annex B for required procedures concerning electronic 
| surveillance, and Annex B-1 concerning training and testing 


in this area, which shall remain in effect until such time as 
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el final procedures for electronic surveillance, testing, and 
audio countermeasures activities are developed under paragrapy 
e(1) (a).) CIA may request other agencies with authority to 
do so to conduct electronic surveillance within the U.S. 
for legitimate foreign intelligence or counterintelligence 
purposes, and CIA may aid such agencies in the conduct of 
electronic surveillance within the U.S. for foreign intellijence 
or tain hortntel Genes purposes, through the provision of 


technical assistance and expert personnel, provided OGC is 
“%, 


consulted prior to requesting such surveillance or furnishiag 
such assistance or personnel. 
ese Television Cameras and Other Monitoring... No 

agency within the Intelligence Community shall use any 
electronic or mechanical device surreptitiously and continudusly 
to monitor any person within the United States), or any 

United States person abroad, except as permitted by the 
procedures established pursuant to paragraph c(1) (a). 

(Required procedures will be included as Annex G at such 

time as they have been established and approved.) In the 


interim, OGC must be consulted pricr to initiating any such 


hens activity. 
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(da) Unconsented Physical Searches. No agency 
EP A EN TT I NE EE EL TT IIT aT ep A SE 


within the Intelligence Community except the FBI may conduct 


EET EE TY PEE EL PTA ORE i wh voter 


ny unconsented d physical searches within the United States. 
ora he TUNE ee EN EVO RHE OE LES. Te 


Dd SME PAT NERY aka metoie ROE ASTI PES ET 


All such searches conducted by the FBI, as well as all such 
RENNER EE aS? TA, ee 


AER yg HE LETS RATS OE WL TS TER LES A OP MT RS EE SEE LTTE EL! PS ED EEE 8 PGS a 


searches conducted by any agency | within the Intelligence 


RET ARES AA TET ACER ET BAM TES eee cary PRE TRON RT RET CTT ITO TE SRR PE 


Community | outside the United States and directed against 


ORT R ATS ETS TORT RETIRE LOT SETI TN ME NEE 


MESS States persons, shall be undertaken only as permitted 


Fee atcea hada chee ahead aidacce: tale teks chadsieeeiie mini sd ink ha SR tant A eee EE 


by Mio cedunes established pursuant to paragraph c(1) (a). 


Cea aaa ee 


(See classified Annex C for required procedures which shall 
Cohen Th effect until such time as revised under paragraph 
c(1) (a). In the interim, OGC must be consulted prior to 
initiating oe such activity.) 


(e) Mail Surveillance. No agency within the 
ASS CEPT PE ITT ES 


CURE TI SS YEP CEC IE Ie NTN Ue PEEL TS SET 


Intelligence Community shall open mail or examine envelopes 
RES EET ee en ee 


ERSTE: STITT OEE PS TEER ESE ARAL TROON RE ITT RRP eT TER 


in United States postal channels, except in accordance with | 
EEE IEE TICE EE LET PMT PES OTE ETT Te 


SE RS. CER, SD AGT EES APL REESE CRORE 


applicable statutes and regulations. No agency | within the 


NOON: TTR VT OR, SEATS SSN EE SERIO BS ed OE 


Intelligence | Community Shall open mail of a United States 


ETE LASSE | OTE SS. STE MRE I ST STO OAL TI LNT LT PEON LT LSS MET ME 


person abroad except as permitted by procedures established 
ETAT CET 


PERE ERT ITN IE SORT REE IT SU SF SUPA PALES TS SiR TS EI ee A SE SE EE Te 
pursuant to paragraph c(1) (a). The opening of mail of a 
OMELET. ITY 
U.S. person abroad constitutes an unconsented physical 
search directed at that person and is limited as in (d) 
above. To the extent CIA may need mail cover information 
from within U.S. postal channels ir furtherance of its 
legitimate activities, it shall make appropriate requests to 


| the FBI. (Required procedures will be included as Annex H 


at such time as they have been established and approved. 
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In the interim, OGC must be consulted prior to initiatiny 
any such activity.) 


(f£) Physical Surveillance. The FBI may conduct 


PR RE PRET a ee 


physical surveillance ¢ directe rected against, wnited st States per 


or others, onl in the QUL SE of a lawful investigation. 


SERRE SE ATE TRE CER TTT ONE PLETED ME PTET ES OTN ET 


Other agencies w: within the Intelligence Community may not 
ETTORE RATE TTI LIS LEE MERIT TM YL TK SR TE CTH 


RT PATEK SEE ST TSI OCT LE TE 


oes any physical surveillance directed against a. a 


ARIST Rel RTT LOT ae ae es a 


United iStates 9erson unless (see Annex A for required procedures 


which shall remain in effect until such time as revised 
ay 


he 


under paragraph c(1)(a)): 


(1), The surveillance is conducted outside the 


United States and the person being surveilled is meeasonably 


COREL Tee ake oy nt es ee 


believed to be acting on behalf of a foreign power, engaging 
ARNON LEONEL LIT TT SEER TY LS OLE IIE TT aE EE 


PNET ITMAL, TEN POI ETS CLT a Te ER AOI ES HS BY PT 


in international terrorist activities, or engaging in 
RIS SATE RET: TET 


IRN RE TENSE OTT NTS 2 RENE TET ITE ETE RE TET A NS ORE TTT RT 


narcotics production or trafficking; provided, however, that 
ETRE TE TEN EER TE Oy Sree eres PO OER RI IE FEE ETT END HP 

such surveillance directed against U.S. persons reasonably 
believed to be engaged in international narcotics activities 
abroad is subject to the limitations set forth in paragraph 


c(3)(c) below. 


(2) The surveillance | is conducted solely for the 


A ELT TE RUT TY PE RTE PSG MINED ae 


purpose of identifying a person who is in contact with 
aeniasiaae shame tieedieteatatenmaniiaiiasiiil CMY EE TE Le EY NT EE TO TEA Ee ES 


ORL DENS TLE MEF TE EE TAP TET ITS ETT 


someone who is the subject ofa foreign intelligence or 


PRONE TRE PRET RL SD TT OER FPN ERM IRENE ET RTT TOMAR Tepito EGET ST RECS TON TOI A EI Te 


eevee ines Teenee investigation; or 
EE TEE TIE OTN TTT ENN EEE FT PPWTR EN FUOLN 4 Goa tan na titan sialiatetinilins siaieteaien 


(3) That person is being surveilled for the 


purpose of protecting foreign intelligence and counterintelligence 
LAE LE LIT OEE I 


ETE TPES CCAP NPE EI BEE ARIE SNE PRE RE TE TLE et Se: ee 


sources and methods from unauthorized disclosure or is the 
TEA EE LENNIE VIGNE IE ICT TE FOE NN TL EL: ETE TY iz EAT RE ETRY TY SUPE PI IP ELT LP ES Bm OEE eS 


NTT 
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subject of a lawful counterintelligence, personnel, physica.. 


ENED G8 BA age 9 GAP SCE EE id BA BG aE, UTTER SAME STEEL FEC LIS SP TE EE ERI Se OS 


or communications security investigation. 
cas sneanteinamapimenneninntomemmen tesnch Seiiterttin eh Reihiiiadih ET REL ILE TE TE 


RE SI PR IS PTT TATRA TE ON 


(4) No surveillance under paragraph (3) above mav 
enue EI TPAC rl aR TRAIL POTEET CI A SLED YT TO ADS —~ wearers? 


be conducted within the United States unless the person 


ER AEE HART RS i ET 7320. Soo SODA ERE 52 OATES: PPR ES 


being surveilled i Sa present employee, intelligence agency 


aon ENR RE RO STRESS REL RRR CTT: ad 


contractor or employee. of such a contractor, or is a military 


CE ATA SRS Re A Cr UT Ce RET RECUR NaN MRET ORACLE RUE TE RST et 


pan employed by a non- intelligence element of a military 


ee ee et Lay {18 SONA RE ATO ACETATES PRE 


servicg, Outside the United § States such surveillance 


Se eee ae ae Lee 


may also be conducted against a former employee, intell ig 


SP ERE TES ON AE ON UNTERTITEL TPL SA OE TT 
~ 


agency contractor or employee of a contractor or a civilian 


:e 
bse Led 


person UB Cech A LR a non-intelligence element of an agency 


LOE TTS EPO TOES YY PRR AAS NEE IPOD E ONL TRATES TRL, AZTEC PORES T-PAIN ET MEE PE TT EE TT 


within the Intelligence Community. A person who is in 


RFR oS TRA TTR OMIT AP RS RT COAT BOTT a 


contact with such a present or former employee or contracte: 


AIRE LOR VET NT OOS eA TTS REE ARTO OTR TET PRTG CTT aT SORTER COT RAINES ON A MORE te SC 


may also be Surveiltled, but only to the extent necessary to 


ane PRAT NTRS TROT LENT ID IPT ITE CIES REC ATRL TAS CRIES TAR UII eA 


identify 1 that person. 


(gq) Undisclosed Participation in in Domestic Organizations. 


SOAPS RT MAT ORR arm a 


No employees may join, or otherwise participate in, any 


ee oe a 


organization within the United States on pehalf of any 
a a TE ro lila Fag RE ANGE LTE NT A ER HS ER I I 


NS RE HERO TORN RONAN NE ET se ME 


agency within the Intelligence Community without Gisclosing 
AAS ORE BOP TAPER | 


AI SOON MATIN FE OSC TTT OE PTT EROS A TEAS OR LOE QE 8 tte tend RITE ES SIE OTT 


their intelligence affiliation to appropriate officials of 


1 


the organization, except as permitted by procedures established 
Ls nsaseniehitn tailehlinnaamanitieaiialbi 


Hea eee eee ta cto, sahara Eek Teds aieicr dick tiibdedhed ateshdadindeshdnaiieieentabaditiadenadminddiacss timaatiettii ttn teats nti inianinieeiaidaaibbiaiial AS RE EE RES ERE ESR 


pursuant to paragraph c(1) (a). (Required procedures will b3 
included as Annex I at such time as they have been establishet 


and approved.) Such procedures shall provide for disclosure 


EES RT 


of such affiliation in all cases unless the agency head or a 
designee approved by the Attorney General finds that non- 
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that finding is subject to revi iew by the A Attorney General. 


PEP A INE TS ATE: 3 SE FF ORG RTT 


Those procedures shall further limit undisclosed participati:io} 


OR AEN EAS ROE STE RE Re CR TTT RS ERS ETE TE tt AMAT Ra ERAGE SE RTE BATS OWES 


to cases | where: 


SS PEE NET STAD 
(1) The participation is undertaken on behalf of 


the FBI in the course of a lawful investigation; 


SEITE EE RE ETE EN I I WEE 


(2) The organization concerned is composed primari:y 
EE LET FL TET FLEET TE ETI ELT SLO OE 


SR mTOR Ome were “OT 


of individuals who are not United States persons and is 
OLE IES PES 


TTY oF TASES NAAT DAMES ITT RT TR NT NT NL MGR TIE DY PRI SUT ATR EO EF RIEL 


Scions believed to be acting on behalf of a foreign 
RETA TEE 


PREP HOS Nps PRG OER i SP EM Re Re Tee A FY ESTORIL DRE CEP RUE ST «TRE ee HTP LY AE Pe 
power; or 

(3).. The participation is strictly limited in its 
nature, scope and duration to that necessary for other 

a “4 cat Tee RBar bia annie Lina Tcdickes Lid --ionh ibe Si De kta mel elit Cd tat SE each see 


lawful purposes relating to foreign intelligence and is a 


ALT I TES LET OE AA ED 


type of participation approved wey... the Attorney General and 


OTSA ENT PDEA BS SE PTT ELE TERE EI PLE) ON OE EE tL EE 


set forth in eet public document. No such participation may 


parte ce rary Tree AEE Ol EE EIT TES 


be undertaken for the purpose of influencing the activity o O. 
LOA LILLE TETILE (SES CCE TOR PRO TE 


TTY OA BST TT TE OR TRO TT AE NRG RE TIE COREE TICH! 


the organization or its members. 
Termes idiieaaneaattiiiianaamitmmmnestn tari linthnteri Doe tte atch innit titaenaieh A EE AAO ET AP 


ETN FES > EET 


(h) Collection of _Nonpublicly | Available Information. 


PRES age EE ope 


No agency within the Intelligence Community may collect, 
| ins anemesanbentacemnienletieanet hensemndilinbinnh dial OE NT PL Te Tee eT 


LIRR ARR GA OR ACERT TE RPT RTT SE RPE SIT I 


disseminate or store information concerning the activities 
mipeeretes: OL FLITE 


CARE RE ROT ROTTS PORT RATE RE RR RETO NO TE 


of United | States persons that is not available publicly, 


AE PETIT RAI gt OT ANE STARE LT OU EE TOT I EES OT RT 


apiece it does so with their consent or as ermitted by 
PORE AIR moO EE ATE TE PE RE 


SALES EMOTE TERE RICE TCR ETD PARLE SEA OE ETA PRES AIS EF TS I I TP 


procedures established pursuant to paragraph e(1)(a). The 
PALL AEALALL ITI NO ET NY OT TE AE 


means by which such information is collected must conform t» 
| the restrictions stated elsewhere in this regulation and its 


annexes.. (Required procedures will be included as Annex J 
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at such time as they have been established and approved.) 


Those procedures shall limit collection, storage or dissemina®: ‘ion 


ONE AEE ITEC EET NR RENE a SE CRORE TT RE TEL RPE RET NEE NNER AIOE FE 


to the following types of information: 


= RET ROPE OMEN, FE 


(1) Information concerning corporations or other 
yes SATE CR PT RES TE RTE BR ATR I IS AR TE OES HE VLE HOR 


TRB TR Fi 


gommercial organizations or a vities that constitutes 


LPO E ORT TE OS TT mrernrs ROTEL EEE LIP ATT 
greign intelligence or counterintelligence; 
foreign intelligence or counterintelligence, 


(2) Information arising out of a lawful counter- 


A ERS TRE AEE RE RRS OR EA 2 PI ER REI OE OY RS PRS 


intelligence or personnel, physic al or communications 


EOE EEE TO OR eT ae ory PPC HS CSE ED HF PENT ETS 


security investigation; 
eC eee TT 


eee RE ak ae 


+, 


(3) Information concerning present or former 
Ee CLE passe . 


employees, Ff present or former intelligence agency contractors 


1 RS ER TN NEN RANE NTE NRE REE NR RUN A Yaar 


or their present or former employees, or applicants for any 
Oe AG OORT Sl TE DET SOP EA CE CE IE IE EEE 


EY NORE ETE OE PET NRA a RTE na Oem eH 


such employment or contracting, which is needed to protect 


RES RR ne: NO RA ES CE Re CC ae Remeret ame SET I 


foreign intelligence or counterintelligence sources or 
ict aba Aen A aca 


RA ROE ENA ACEO A EERIE ENCE E, E~ 8S EEE OOO 


methods from unauthorized disclosure (see paragraph c(4) (b)); 


Aetna ATE ENE IR EE EEE NEES TORE NE Nee ce 


(4) Information weeded solely to. identify indiviluiis 


ETT ON EES Dee a ee a ie ae SR ee 


in contact with those persons described in paragraph (3) or 
se cmeshiamerl nena ieemeenemmeseteanens imniteshiae ines ateir tlhe 


tS So SST ee eS I ape RES EE AE IS TONELLI ED cd , cmeaaeal 


with someone who is the subject of a lawful oreign intellijeuce 
A APE RCE FO AIT I I TO ASE Res: et 


TRA SS MRD ote rie ODA RAT SOT RE i ane AEE OCT ah em Re a 
or counterintelligence investigation: 
AONE ORE ANTONIE IRL I BAA SI'S RTO OER 2 TOM = an 


(5) Information concerning persons who are reasonavly 


~s degen tne TTE TE ETE ETA ee UR ee ctnaremomae ener 


EE RT “eerste en 


believed to be potential sources or contacts, | but only tor 


A ERT RE ERR EF fe TRU ET TERI I =e ee 


_ purpose of determining t the | suitability ox credibility of 


Smee 


such persons; 
“aah eM RRA I LE OE 


(6) Information constituting foreign intelligence 
a LTR OAD ERE ETT! AE SBE ic AEE Ee AI TEL Ss hs wigs «PM Rete bre REA Plime | had > i AUS Mn ATR etait ara 


ilinaiaee ak ae ar ta ur 


Or counterintelligence athered abroad or from electronic 
SEIT ETT PRL RO Pe 


TSR ME EE RAS SPE LRN, TIRE SS ED 
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TN A OME, PONE wn ASE nae ae: STR Be eA a ae Ee OR 


e surveillance conducted in compliance with paragraph c(1) (b) 


(7) Information about a person who is reasonably 


believed to be acting on behalf of a foreign power, engaging 


in international terrorist activities or narcotics production 
or trafficking, or endangering the safety of a person protected 
SOE AO OREN LE EET EEE! TEEPE CIE ETTORE TN PNT IPOS EES A OIE eR pt nA Ne AER ALN AIT TERS He I NAA EPMA a S RMS8 


by the United States Secret Service or the Department of 


SURE RRR Be Fn cere terre ere ete Se 


ieee nae exception is limited by paragraphs ¢c(1)(r) and 


(se), e02)> (3) 4e), and ¢c(4).0f this regulation and the 
ze, 


~. 


appropriate annexes.) 
C8). Information acquired by overhead reconnaissanc:: 
not directed at specific United States persons; 


(9) Information concerning United States persons 


ree Tot A 


38 


abroad that ass obtained in response t to requests from the 


el ieles deiemiaatiaeeta 


Department of of st State - for support of its consular responsibilities 


maT a ri ce Le ae AS, a ee I EET EES eR NPL EE oP LE Oe ORIN TS SR et 
relating to the welfare of those persons; or 
| OI. OAT ET AE TET EE ERE Fy NE EE SESE A) TIPU <*> —-  SSrrereT 


(10) Information concerning persons or activities 
— 


ES RE a eNOS et Seema 


ee 


that pose a clear _tEhreat to any 3 facility Or personnel _of an 


agency within the Intelligence Community. Such information 


Ee ee en aT | SRNR SE Ae Pe SC RILRG RM NR ARERR SEARO 


may be retained only by the agency threatened and, if 


RIEL. NERS SATEEN LEAN ORI OG SRTOE RE 0D. TENE = 


RR CELA 


goo eope te: by the United States Secret Service and the 


REE Ye TT PLE RR RC eee i a gee se ae teen i aeaeeaiaeaniah iam 


FBI. 
ad 

(i) Foreign Intelligence. CIA is authorized by 
Section 1-801 of Executive Order 12036 to collect foreign 


| intelligence, including information not otherwise obtainable, 
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within the U.S. in coordination with the FBI as required by 
procedures established by the Director and approved by the 
Attorney General. (Required procedures will be included as 
Annex K at such time as they have been established and 
approved.) 

(3) Tax Information. No agency within the Intelliyjence 


PON ER OAT GE A MRE 8 > OP Re CAI TE CE, FEE BS She SR At leit ae MD, 


Community s shall examine tax returns or tax information 
SS 


NSA DE ERLE GTS Ae WERT 8 FAT NO A MELO TRAE AES EYP CRC Fe TS OC LEE PTY 


Stasptias permitted by applicable law. All requests for 


such information will be forwarded to OGC after approval by 
la 


~. 


the appropriate Deputy Director. O6GC will process such 
requests in accordance with the Internal Revenue Code and 
U.S. Treasury regulations. 


(k) Restrictions on Experimentation. No agency 


re mmmiptammatateashiatntiambsinabimatianseiatmnatent nie iat aitiinh deems dal late ae PER TE EN IR NTE TE 


within the Intelligence Community. Shall sponsor, « contract 


Sag REE OREN AE, CRI ES EE TE A ET EE KATIE 


for, or conduct research on human subjects except in accordan: 
Doin apemmmmanmnnhniehentechichaieed eeemeamnaien a 


OP Et SN BEE RET TE OER RE EE ge Seimei “attend aceasta aedehatealtnabiin MEER 


with guidelines issued by the Department of Health, Education 
ee ren a | a ieee onenineneneniameneiietnaitallll PO DIR REI ORES OPEN aor een rwrn 


and Welfare. 3 The. subject! 's_informed consent shall be docum2n: ed 


Heel drasthitbaa cant ata rae dtinatenin andves tates Eitetisnatndia dian aaiaimananaiaited 


as required by those guidelines, and no experiment ona 


RIS EES A AE EF, at TRO A eT TE STE 


subject who has given informed consent shall be undertaken 


without the specific approval of the Director. 


(1) Not used. 


(m) Restrictions on Contracting. No agency 
er ET REET HT LS ER TE ae a 


ee ee ee 


within the Intelligence _Community shall enter into a contract 


Row ren eer ram i adaimdamecanienen ad 


or arrangement £ for t the 1¢_ provision | of goods 5 OLS services with 


private companies or institutions in the United States 
Hee ccencc cena rand srasena2aea-ooariamiendintiaidandshekcateaieath adits Rebdneaiettten ain ndhdadhitesine theimeniniinediienta te . CE aS NNTP ERE ATAPI YEN BE A 


unless the agency _Sponsorship is known to the appropriate 


A TOT ACNE TN RRO TH 
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STATINTL 


ie 


Agencies. An | employee detailed _to another sr _agency within the 
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officials of the company _or institution 


In the case of anv 
EE RT AA EA RE A 


company or institution other than an academic institution, 


intelligence agency sponsorship may be concealed where it i3 


ome 


ering etek en nei a nent 


General, that such_ concealment 1S) necessary. to maintain 


essential cover or proprietary arrangements for authorized 
intelligence purposes. (Required procedures will be included 
as Annex L at such time as they have been established and 


approved.) 


om, 


(n) Restrictions on Personnel Assigned to Other 


SU dials Sistemi 


-_ 


federal Sie eitene. shall _ be responsible to the host agency 


and shall not report to the parent agency on the affairs of 


the host t_agency ~ unless so directed _by the host agency. | The 


head of the host agency, and any successor, shall be informed 


of the employee's relationship with the parent agency. in 
accordance with HR == CIA personnel assigned to other 
Government agencies for cover purpeses, and liaison officers, 
are not considered to be ''detailed'' to the other agency 
involved. 


(o) Prohibition on Assassination. No person 


employed by or acting on behalf of the United States Government 
shall engage in, or conspire to engage in, assassination. 
deanna AANA INE I NTC PO AO RCN AA CLE ET A EL AA ae 0 ee ae RR OT LL CE OE TT A 


(p) Restrictions on Special Activities. No 


component of the United States Government except an agency 
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we within the Intelligence Community may conduct any special 

[ activity. Only CIA (or the military services in wartime) 
may conduct special activities, except where the President 
determines, with the advice of the Special Coordination 
Committee of the National Security Council that another 
agency is more likely to achieve a particular objective. 
Special activities must be approved in accordance with 
Section 1-302 of Executive Order 12036. 


(q) Restrictions on Indirect Participation in 


ibi iviti : E i : aluy 
Prohibited Activities. No agency.2 f the Intelligence Commu ily 
shall reguest or otherwise encourage, directly or indirectly, 
any person, Organization, or government agency to undertake 
activities forbidden by Executive Crder 12036 or by applicadi 
law. 
F mnbaaiainaed 

(cr) Restrictions on Assistance to Law Enforcement 

Authorities. Agencies within the Intelligence Community. 
other than the FBI shall not, except _as expressly authorized 


by law: 


(1) Provide services, equipment, personnel or 
= ENV IGE So Serer 


facilities to the Law Enforcement Assistance Administration 


(or its successor agencies) or to state or local police 


Fo ree ce eM OE RE ARN TENT 


organizations of the United Statesj Ox, 
(2) Participate in or fund any law enforcement 


(s) Permissible Assistance to Law Enforcement 


Authorities. The restrictions in paragraph (r) shall not, 
L 


preclude: 
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- 


or international _ terr rist activities 
PEPER rout ae ee 2, 
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(1 Cooperation with appropriate jaw enforcem at 


FAT ET ETRE PRET 


ae 


agencies for the purpose of protecting the personnel and 


TTC RR IEE ANTS. CRS | °. yr HERR ErT IR RP RITIORY SER MRT a as * 


facilities of any. agency w within t the intelligence Community; 


Pret Bre Se. ce el 


(2) Participation in law enforcement activities, 


SO aI ET 


in accordance with law and this regulation, to investigate 


SREP RRS KA EF NOY, ME RCE IB A 


vr prevent clandestine intelligence activities by foreign 


TURAROE NCA es AAAS OF AMOR ARTE hl EDEL TRATES EE I I TET ME ET, 


ARTE ONE OP ERR L EEE naa oe tet [SFR Re Se ee, ee rer 


SAMUS international narcotic > S production and trafficking, 


“ 


TER, + SO AROUND SR RR RE OE 


a 


knowledge or assistance of expert personnel for use by any 


TORRE A te ERE OR, 2 RE RET TPT NT Ze 


ee 


dopaee Pome or. agency or, when lives are endangered, to 
* ER OE rr er ETE 


by expert personnel shall be governed by procedures approved 
ta ee ee al 


eR REET 


RE SRR ORS nS RENIN OTR MT RR MER ET er 


by the Attorney General; (Required procedures will be 


included as Annex M at such time as they have been establisniei 


and approved.) 


(4) The following relationships to support legitim: 


activities: 
(a) LEAA assistance may be requested through the 


Office of Security for evaluative information on equipment 


and techniques with respect to terrorist problems. 


(b) Contact may be maintained with and assistanc:2 


sought from State and local police organizations in the 


course of normal background and security investigations, for 


the protection of Intelligence Community personnel and 
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(3) Provision of specialized equipment, technicai 


support local law enforcement agencies. Provision of: assis ta uce 
PTT EE ET EE IT ILE PIL TI EE I OTT ECE FE TE EE TE en TRE OE PTC SE PET INETY” REY AO at a elk Wiis eae, hs Bs ae 


ce 
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installations, and in connection with other permissible 
activities. 

(¢) Contact also may be maintained with police 
department bomb squads to observe their techniques in identifving, 
handling, and disarming terrorist bombs and to discuss 
technical aspects of countering explosive devices. The 
purpose will be to obtain information on bomb handling and 
not Lat teats the local police departments. 


. (d) Attendance may be authorized, in accordance 
~, 


with SenaGeapn c(1)(g) above, at explosive ordnance disposa 
conferences and similar briefings or seminars to keep abreast 
of new developments in terrorist techniques and countermeasuris. 
(e) It is appropriate to have individual relationsiips 
with State and local police organizations for cooperation in 
training employees in the United States preparatory to their 
assignment abroad. It should be clearly indicated that this 
is a training relationship, and no operational assistance 
will be given to police organizations in the course of 
training personnel. 
(2) PERMISSIBLE DISSEMINATION AND STORAGE OF 
INFORMATION. Nothing in paragraphs c(1)(a) through (s) 
shall prohibit: 


RA ES ea 


(a) Dissemination to appropriate law enforcement 


HE PERE OTE DETR AT O aeteali batted Pr Ldateaihteiiied 


agencies of information which indicates involvement in 
eee ene a reese renter ae tT ER EE AR EA RE ARS RE 


activities that may violate federal, state, local or foreign 


TIER ST PECTIC RRIT ICS. SER EY PE a re ST: AN I . SECT RE Et 


* 


laws; 
Fa menteiemiahhiatie dl 
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[~ (b) Storage of information required by law to be 


retained; 
C otiennabmnesmmaninnetadtitinctntat salted 


(c) Dissemination ¢ of information covered by 


FON RI AD ER oR rte Soe eI 


paragraphs e(1) (h) (1) - (10) to agencies within the Intelligerce 


Community o or entities of cooperatiny foreign governments 


eo nner Ne - 


(d) Lawful storage or dissemination of informaticn 


eta kre. ee CENT R 


EES for administrative purposes not related to intelligerce 


SEP LTRS RRR CR ESERIES SATIRE TRIN tN SPIE TRY AR 8 A A CNET RR LEP EE TE AT RE CSET EE IE Sei oer 


or security; or 
ET SE 


| (e) Dissemination of foreign intelligence and 


, 


‘~ 


foreign counterintelligence information directly to the 
interested Pederal agency. Dissemination of such informaticn 
beneficial to State and local law enforcement agencies or LEAs 
will be made only through the FBI. 
Any question as to whether information concerning 
United States persons conforms to that permitted to be 
maumtme COllected by paragraph c(1)(h) above or E.O. 12036 shall be 
referred to the Office of General Counsel. Access to information 
on United States persons determined by the Office of General 
amie Counsel to be in violation of paragraph c(1)(h) or E.O. 
amen 12036, as well as access pending legal review, will be 
permitted only to the extent necessary to meet the requirements 
of ashes Freedom of Information Act, the Privacy Act, other 
law, court orders, or investigations by the Inspector General, 
es the Department of Justice, or the Congress. Each Deputy 
Director or Head of Independent Office concerned, with 


concurrence by the Office of Generai Counsel, will develop 
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procedures for access to such information. Requests for 
ceeeyrey to dispose of such information will be processed 
through the Agency Records Management Officer and the Office 
of General Counsel. 

(3) RELATIONS WITH FEDERAL, STATE, AND LOCAL 
AGENCIES 

(a) General. Each Deputy Director and Head of 
Tadépandane Office is responsible for the legality and 
propriety of all agreements, arrangements, and practices 
wigan: Chae official's jurisdiction in support of or in 
cooperation with State, local, or other Federal agencies, or 
private Sucaniesedones (See Annex E for procedures regarding 
approval of assistance to or from Government components; 
except that procedures for obtaininy approval of assistance 
to Department of Defense intelligence elements are prescribed 
in paragraph (b) below, and assistance of CIA expert personne: 
is governed by paragraphs c(1)(b) and (1) (s) (3) of this 
regulation. 

(b) Support to Department of Defense (DoD) Intelii- 
gence Elements. CIA is authorized to furnish technical 
guidance, training, equipment, and similar assistance to Dob 
neeiieeches elements related to their appropriate foreign 
intelligence and counterintelligenes responsibilities provicec 
the appropriate Deputy Director approves, and, when U.S. persc«ns 


are involved, the Office of General Counsel concurs. Such 
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assistance also may be provided to U.S.-based DOD counter- 
intelligence operations that are directed against foreign 
intelligence targets, provided such assistance has been 
approved by the Deputy Director for Operations with the 
concurrence of the Office of General Counsel and is approved 
in accordance with the procedures specified in Annex D. 
(c) Narcotics Intelligeni::e 
a (1) Section 1-803 of Executive Order 12036 provide: 

that the Central Intelligence Agency shall collect, produce. 


1%, 
and disseminate intellig nce on foreign aspects of narcotics 
ERLE LEE LIFE INE TT EINE TE ST Ae EE TS AIRE A RL FEES tent eaten aie FOE TEE ITN EE LONI EMESIS, ad B-B8e e 


Rp Pe IR AP NS 


LE EY 


production and trafficking. Under Section 2-206(a), Executive 
Order 12036, CIA may conduct physical surveillance of a U.S 


person abroad who is reasonably believed to be... engaging 


RICA TA PE MT PRL RES TOMER RE OA EE ET OTE NE SEN ET OPT RT ate cee 4 AD 


in narcotics production or trafficking (see Annex A for requi:ed 
b wert = = 2 7 Sr 


Re eee Ree S 


procedures). Such surveillance may be undertaken for the 

purpose of acquiring intelligence information about international 
narcotics production and traffickin:. It may not be undertaken 
solely for the purpose of acquiring information to be used 

in a criminal prosecution in the U.5. of a U.S. person or a 
foreign national. Apart from physical surveillances author:.zed 
under this regulation, no other technical collection operat.ois 
relating to international narcotics production and tratfick.ne 


shall be directed at U.S. persons abroad. 


amaretto (2) CIA may provide technical equipment for 


overseas operations of DEA as approved by the Deputy Director 
for Operations. CIA will not provide any support to DEA 
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domestic operations, except that CIA may give to DEA 
technical briefings unrelated to any pending investigation 

in the United States. Technical equipment for DEA operations 
abroad may be provided only under the following conditions: 

(a) The equipment is not operated by CIA personnel. 

(b) The request for support is accompanied by 
full explanation of the planned use of the equipment and of 
the authority under which it will be used. 

(cg) The request is approved by the Deputy Director 
for Ooeracoons with the concurrence of the Office of Generaj 
Counsel. 

(a) Participation in Intz2ragency Domestic Intelligence 
Discussions. Participation in any interagency discussions 
on domestic intelligence will be restricted to the provision 
of foreign intelligence that might bear upon the matters 


STATINTL 


being considered. 


(£) Relations with the U.S. Postal Service. CIA 


may provide technical assistance, such as briefings concernins« 
letter bombs, to the U.S. Postal Service in accordance with 


this regulation. 
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(g) Relations with the U.S. Secret Service. CLA 
May provide assistance to the U.S. Secret Service in the 
performance of its protective duties in accordance with 
Public Law 90-331 dated 6 June 1968, which authorizes such 
assistance from other Government agencies. In addition, 
other normal liaison relationships may be maintained between 
CIA and the Secret Service. 
- (h) Relations with the Immigration and Naturalization 


Service. The entrance into or departure from the United 
oy 


States of non-U.S. persons under the sponsorship of CIA wili. 
be conducted in accordance with normal Immigration and 
eaieieacien Service procedures or as provided for either 
in Section 7 of the CIA Act of 1949, as amended (50 U.S.C. 
403h), or in the agreement between the Immigration and 


STATINTL 
Naturalization Service and the CIA dated 10 February 1955. 


(4) PROVISIONS RELATING T'0 OTHER ACTIVITIES 


(a) Counterintelligence Activities. CTA is 
authorized to engage in counterintelligence activities in 


conformity with requirements of law and National Security 
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Council directives, subject to the restrictions in this and 
other pertinent Agency regulations. 

(1) With respect to counterintelligence activities 

[~ in the United States, CIA may conduct such activities only 
eee ee ee Gee) ed eu eee re ne ce proNe OF 
the Attorney General. (See Annex D for required procedures 

fees shall remain in effect until they are revised.) 

(2) With respect to counterintelligence activities 
ganna 2a abroad, CIA operations directed specifically at 
United’ tates persons will conform to this regulation and 
will be coordinated with the FBI and other Federal agencies 
as eee ey. 

(b) Investigations of U.S. Persons for Security 

[~ Suitability. As used in this paragraph, the term ''investivari 

means the deliberate and systematic collection or acquisition 

of information about a selected individual or entity for the 

purpose of determining security suitability or reliability. 
(1) Sections 1-811 and 1-813 of Executive Order 

12036 recognize that investigations of applicants, employees, 

contractors, and other persons with similar associations 

with the CIA and the Office of the Director shall be conduciéei 

asi necessary to protect the security of CIA installations, 
activities, information, and personnel. 
(2) Subject to all other applicable limitations, 


including the restrictions established by E.O. 12036, such 


@ investigations of U.S. persons are prohibited unless: 
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apace (a) The investigation will involve no more than: 

[ (i) lawful Federal, State, or local Government or other 
records checks; and (ii) inguiries solely for the purpose of 
establishing or confirming identity or commercial reliability: 

(b) The investigation will result in only the 
acquisition of publicly available information; 

(c) The subject is an employee, military or 
sigue detailee, or independent contractor of the Agency 


and is witting of his or her status as such; 
om, 


(d) The subject is performing or has offered or 
agreed to pexform services for the Agency, whether compensacei 
or ee and is witting that such services are or 
will be performed for the Agency; 

(e) Subject is an Agency contractor or subcontractor 
under an Agency contract, or an employee of such contractor 
or subcontractor who will require a security approval to 
perform work on or in connection with a classified contract, 
provided that the contractor, subcontractor, or employee 
thereof, as the case may be, is witting that the contract or 
work being performed is for either the Agency or the U.S. 
Government; 

| (£) The subject is a person for whom security 
approval has been requested for either unescorted access to 


| Agency facilities or access to classified Agency information 


or documents; or 
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(g) The subject has expressly consented to the 
investigation or has otherwise been informed or has knowlediuye 
that cuamiates will be made without voicing an objection. 

(3) Until further guidelines and procedures for 
investigations of U.S. persons are developed and approved bv 
the Attorney General as part of Agency procedures on collection 
of information on U.S. persons (Section 2-208, E.O. 12036), 
any investigation of a U.S. person other than as permitted 
Siege ened require the concurrence of the General Counsel. 

bas (4) The use of any specialized techniques in 
investigations pursuant to this paragraph shall be in accordance 
ae any Hes eter ten or procedures otherwise applicable to 
those techniques. 

(c) Polygraphing of United States Persons. Internal 
polygraphing programs authorize polygraph examinations of 
U.S. persons and are restricted to applicants, employees, 
individuals being considered for or holding security clearancss 
or approvals, or other persons involved in operations. 
Polygraph examinations of other U.S. persons will be conduczel 
only with their consent and only with the prior written 
approval of the Director. 

(d) Foreign Economic Activities of U.S. Persons. 
Except as provided in this paragraph, no operational or 


analysis project will be undertaken specifically to collect 


information regarding the foreign economic activities of a 
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U.S. person. This restriction does not preclude studies of 

foreign economic activities that include analyses of the 

roles of U.S. firms, for example: foreign demand for U.S. 

grain; U.S. technology transfer to the USSR; foreign discrini-~ation 
against U.S. firms; and studies evaluating the importance of 

the U.S. in worldwide economic activities, such as shipping 

and energy. To the extent that information on the economic 

aebiae ted of U.S. persons abroad is incidentally acquired 


from sources other than electronic surveillance in the 
“%, 


course of CIA's normal foreign intelligence activities, and 
is significant to other U.S. agencies, it may be forwarded 
to such senate with the approval of the appropriate Deputy 
———te Director or a designee as long as it conforms to the restrictions 
governing the collection, storage, and dissemination of 
———— fe information provided in o(1) (h) above. Information acquired 
from electronic surveillance activities is subject to the 
restrictions in Annex B. 


| nation ceed (e) Cover 
(1) Cover and proprietary arrangements established. 
coordinated with, and arranged by the Central Cover Staff 
are appropriate support for the performance of authorized 
aewisad and are authorized specifically in Section 1-812 
of BE.0O. 12036. Such cover and proprietary arrangements will 


be based upon a clear justification concerning their relationship 


Lege to and support of these functions. 
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(g) Domestic Events. All Deputy Directors shall 
exhibit particular sensitivity to the possible coincidence 
between training, testing, operational, or support activitias 
and significant domestic political or other events which the 
unwitting observer could interpret as improper activity. 

This refers particularly to political conventions, the 
activities of dissident groups, etc., in which cases activities 
sncura she terminated, relocated, or suspended temporarily. 

(h) Support to the White House Office. Any 
support™requested by or extended toe the White House Office, 
excluding the production and dissemination of foreign 
pared teaser wees have the prior approval of the Director. 

(i) Watchlists. No list of U.S. persons shall 
be maintained for collection requirement purposes unless 
such persons have been designated as of interest to CIA under 
one Gr more of the categories included in paragraph c(1) (h) 
and such designation has been coordinated with OGC, except 
for maintenance of identification lists necessary to ensure 


compliance with applicable restrictions regarding the acquisition 


of information concerning U.S. persons. 
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(k) Journalists and Staff of U.S. News Media 
Organizations 

(1) Policy. The special status afforded the 
press under the Constitution necessitates a careful policy 
of self-restraint in regard to relations with U.S. news 
ate ween eeeeess and personnel. Accordingly, neither the 
Mecnae Be the Office of the Director will: 

(a) Enter into any relationships with full-time 
or Sr renee (including so-called ''stringers'') 
accredited by a U.S. news service, newspaper, periodical, 
radio, or television network or station, for the purpose of 
conducting any intelligence activities. The term ''accredited'' 
means any full- or part-time employee of U.S. or foreign 
nationality who is formally authorized by contract or by the 
issuance of press credentials to represent himself or herselt 
either in the U.S. or abroad as a correspondent for a U.S. 
news media organization or who is officially recognized by a 
foreign government to represent a U.S. news media organization. 

(b) Without the specific, express approval oi 
senior management of the organization concerned, enter intc 
any relationships with nonjournalist staff employees of any 
U.S. news media organization for the purpose of conducting 


any intelligence activities. 
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(c) Use the name or facilities of any U.S. news 
media organization to provide cover for any Agency employees 
or activities. 

(2) Limitations 

(a) The policies set forth above are not designed 
to inhibit open relationships with journalists (as for 
example contracts to perform transiating services or to 


lecture at training courses) which are entered into for 


reasons unrelated to such persons! affiliation with a 
a 


. 


particular news media organization. Willingness on both 
sides to acknowledge the fact and nature of the relationship 
is the essential characteristic of the open relationships 
which will be entered into with journalists under this 
provision. 

(b) In addition, no person, awigeiens full-time 
or part-time accredited journalists and stringers, will be 
denied the opportunity to furnish information which may be 
useful to the U.S. Government. Therefore, unpaid relationships 
with journalists or other members of U.S. news media organizétions 
who voluntarily maintain contact fwr the purpose of providine 
information on matters of foreign intelligence or foreign 
counterintelligence interest to the U.S. Government will 
continue to be permitted. 

(¢g) Likewise, regular Liaison with representatives 
of the news media will continue to be maintained, through 


the Office of the Assistant for Public Affairs to the Directcr, 
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(c) Use the name or facilities of any U.S. news 
media organization to provide cover for any Agency employees 
or activities. 

(2) Limitations 

(a) The policies set forth above are not designed 
to inhibit open relationships with journalists (as for 
example contracts to perform transiating services or to 
lecturé at training courses) which are entered into for 
reasons unrelated to such persons' affiliation with a 
particular news media organization. Willingness on both 
sides to acktiowledage the fact and nature of the relationship 
is the essential characteristic of the open relationships 
which will be entered into with journalists under this 
provision. 

(b) In addition, no person, including full-time 
or part-time accredited journalist: and stringers, will be 
denied the opportunity to furnish information which may be 
GaSe to the U.S. Government. Therefore, unpaid relationsh.ps 
with journalists or other members of U.S. news media organ: zi.tions 
who voluntarily maintain contact for the purpose of provid: nk 
information on matters of foreign intelligence or foreiyn 
counterintelligence interest to the U.S. Government will 
continue to be permitted. 

Cer Likewise, regular liaison with representatives 
of the news media will continue to be maintained, through 


the Office of the Assistant for Public Atfairs to the Diret»?, 
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to acknowledge the fact and nature of the relationship is 
the essential characteristic of the open arrangements that 
are permitted by this regulation. Information voluntecred 
by American clergy or missionaries will continue to be 
welcomed. If, in the determination of the Deputy Director 
for Operations, such individuals might possess important 
foreign intelligence information or be in a position to 
assist’ the Agency, contact may be initiated to afford an 


opportunity for channeling this information to the Government. 


hy, 


(n) Academic Community. Classified and unclassified 
contracts and other arrangements with United States academic 
institutions Of higher learning may be entered into as iong es 
senior management officials of the institution concerned are 
made aware of CIA's sponsorship (see paragraph c(1)(m)). 
Personal services contracts and other continuing relationshirs 
may be entered into with individual full-time staff and 
faculty members of such institutions but in each case it 

will be suggested that the individual advise an appropriate 
senior official thereof of this relationship, unless security 
considerations preclude such a disclosure or the individual 
objects to making any third party aware of this relationship. 
No operational use will be made either in the United States 

or abroad of staff and faculty members of United States 
academic institutions on an unwitting basis. Employees wiil 
not represent themselves falsely as employees of United 


States academic institutions. Personnel wishing to teach cr 
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lecture at an academic institution as an outside activity 
must disclose their CIA affiliation to appropriate academic 
authorities; all such arrangements require approval in 
; STATINTL 
advance in accordance with HR Fem = ott Pursuant to Federal 

law, copies of identifiable school records relating to any 
student (regardless of citizenship) attending a United 

States academic institution will be neither solicited nor 


received without the express authorization of the student 


or, if. the student is below the age of 18, the student's 
a3 


parents. For a detailed explanation of the policies and 

procedures subiened above, see HHB ey STATINTL 
(o) Employees of Members of Congress and 

Congressional Committees. Employees of members of the 

United States Congress and of Committees, including Subcommittees, 

of the United States Congress shall not be used for intelligence 

purposes, including providing foreign intelligence information 

collected at the request of CIA or performing operational 

services, but not including activities associated with 

ordinary legislative operations, without the approval of the 

member in the case of an employee cf a member, or the 


Committee or Subcommittee Chairman in the case of an employee 


of a Committee or Subcommittee. 
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. 

PROCEDURES RELATING TO ELECTRONIC SURVEILLANCE 

Electronic surveillance peeeduree> approved by 
the Attorney General are: 

1. CIA shall not engage in electronic surveillance 
within the United States, except in the testing of electronic 
batve 1 1eaee equipment or training of CIA personnel in the 
use of such equipment in accordance with procedures outlined 
in Runes Dixd of this regulation. 

B6.. ‘'CTA shall not itself or by request to 
foreign 6fPiciais intentionally direct or have directed 
electronic surveillance against United States persons abroad 
except pursuant to prior express approval of the Attorney 
General. Provided, that when in emergency situations the 
time required to secure the prior approval of the Attorney 
General would cause failure or delay in obtaining foreign 
intelligence or counterintelligence and such failure or 
delay would result in substantial harm to the national 
security, senior CIA officials overseas, designated in 
writing by the Director of Central Intelligence, may authorize 
emergency electronic surveillance directed against a United 
States person abroad if there is reasonable cause to believe 
that the United States person against wham the surveillance 


is directed is an agent of a foreign power or foreign 
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terrorist group; that the facilities or premises at which 

the surveillance is directed are used or about to be used by 
such person; and that the information sought is foreign 
intelligence or counterintelligence which cannot reasonably 
be obtained in a less intrusive manner. The Attorney General 
shall immediately be notified of any emergency electronic 
surveillance; under no circumstances shali an emergency 
elect#gnic surveillance continue longer than 72 hours without 


specific Attorney General approval.'' 


Me 


‘~ 


3. ‘'Requests to the Attorney General for approval 
of electronic surveillance directed against United States 
persons een shall be made by the DCI, or Deputy DCI if 
the DCI delegates this authority to him, and shall provide 
facts and circumstances relating to the proposed electronic 
surveillance. These shall include the facts and circumstances 
supporting a reasonable cause to believe that the person 
against whom the surveillance is directed is an agent of a 
foreign power or foreign terrorist group; that the facilities 
or premises at which the surveillance is directed are used 
or about to be used by such person; and that the information 
sought is foreign intelligence or counterintelligence which 
cannot. reasonably be obtained in a less intrusive manner. 
Attorney General approval may be for a period not to exceed 


90 days, but extensions may be granted upon proper showing.'' 
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4. ‘'The only information retained or disclosed 

by CIA from electronic surveillance directed against United 
States persons abroad pursuant to these procedures shall be 
foreign intelligence or counterintelligence except that 
other information, incidentally gathered, indicating involvement 
in activities which may be in violation of law may be disclosed 
to appropriate law enforcement agencies.'' 

| ber ‘'The acquisition of communications carried 


by International Lines of Communication, National Diplomatic 


. 


Nets, or the domestic public communications systems of 
foreign nations is governed by procedures approved by the 
Attorney Boievet on 19 October 1976.'' 

6. In addition, all surveillance regulated by 
these procedures must also conform to the requirements of 


Presidential Directive NSC-19 (25 August 1977). 
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"'These procedures shall apply to all forms of ‘electronic 
surveillance,' as defined in Section [4-203] of Executive 
Order fi 2036], that are conducted by CIA abroad, except for 
the acquisition of communications carried by International 
Lines of Communication, National Diplomatic Nets, or the 
domestic public communications systems of foreign nations. 
The acquisition of these latter types of communications is 
sored by [procedures approved by the Attorney General on 
19 OoEobes 19764 With the above exception, the definitions 
of section [4-203] of Executive Order [i 2036]sna11 apply te 
these procedures. [weitner Executive Order fi 2036] nor these 
procedures prohibit the use by CIA in the United States of 
audio countermeasures in the manner described in the Director 


of Security's memorandum of 1 June 1976.'"] 
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a 

INTERIM PROCEDURES RELATING TO ELECTRONIC SURVEILJIANCE 
TRAINING AND TESTING 

ag The training of CIA personnel in the use of 
electronic communications neeicnsat 6s the testing of such 
equipment is permitted if: 

- a. Such activities do not involve the aural 


acquisition of communications; 
ty 


o 


b. Such activities are directed against laborator:- 
generated signals, official Government communications (whera 
consent by ete originating agency or a communicant is obtained), 
or public broadcasts; or 

Cc. Such activities are directed against live 
signals environments abroad or environments recorded abroad 
so long as existing procedures governing electronic surveillance 
or the procedures of paragraph 2 are satisfied. 

2. Where it is not reasonable to train individual: 
in the use of electronic communications equipment or to test 
such equipment solely as described in paragraph 1, such 
activities may be directed against live signals environments 
ey United States if: 

a. Such activities are conducted at such intermitcent 
intervals as to keep the acquisiticn of the substance of a 


communication to the minimum feasible and are limited in 
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scope and duration to that necessary to train CIA personnel 
in the use of electronic communications equipment and to 
determine the capability and performance of equipment; 

b. No particular communication is intentionally 
intercepted in its entirety or for any longer than necessary 
to confirm that it has been acquired; 

role No communications of a particular person are 
Seeete onan targeted without that person's consent; 


. d. No training or testing of electronic communications 
ot, 


~. 


saateinewt exceeds thirty days, provided that, for the purpose 
of this limitation, the time period shall include only the 
cumulative total of the time during which the equipment was 
operated and directed against live signals environments, and 
provided further, that testing may be renewed if approved 
pursuant to paragraph 3; and 
e. No information derived from communications 

intercepted in the course of such training or testing is 
retained or disclosed to any person other than a person 
directly participating in such activity, and any printout or 
other recording is destroyed immediately upon completion of 
the activity. 

| oie No training of CIA personnel in the use ot 
electronic communications equipment or the testing of such 
equipment by CIA Ge its contractors of such equipment against 


live signals environments in the United States will be 
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conducted without the prior written approval of the Deputy 
Director for Operations or the Deputy Director for Science 
and Technology, as may be appropriate, and the concurrence 
of the General Counsel and the Attorney General based on 
their determination that the particular training or testing 
program conforms to the requirements of these procedures ani 
is otherwise lawful and necessary. 

i 4. All questions as to the coverage and interpretition 
of these procedures will be resolved by the General Counsel 
in aang aia where necessary, with the Department of 
Justice. The General Counsel shall have access to all 
information evades sates to implement his responsibilities 


under these procedures upon the express approval of the 


Attorney General. 


* 


Electronic communications equipment means any 
equipment capable of undetected interception of electronic 
5k buat communications, except when such equipment is used 
solely to intercept communications on broadcast, citizens, 
or amateur bands provided that, except for intercepts of 
public broadcasts, there is no divulging of the contents of 
any such communication to any other person. 
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25X1A 

MANAGEMENT 

1 

PROCEDURES RELATING TO UNCONSENTED PHYSICAL SEARCHES 
ABROAD 


Procedures approved by the Attorney General 
relating to unconsented physical searches abroad are: 

1. ‘'The phrase ‘unconsented physical search' 
fener a physical intrusion upon or search of a person or the 


person's property or possessions for purposes other thar 


placing an electronic surveillance device, without the 
“knowledge or consent of the person or, in the case of property 
or eS weseneienad of another individual who has authority to 
consent to such a search.' 

2. ''Except as hereinafter provided, no unconsented 
physical searches of the persons or property or possessions 
of United States persons will be conducted abroad by CIA 
without the prior express approval of the Attorney General. 
No force or violence against any United States person or 
threat thereof shall be used to effect any unconsented 
physical search. Request for approval of an unconsented 
physical search will be made by the DCI or Deputy DCI, it 
ce Bes delegates this authority to him, and shall provide 
facts and circumstances relating to the proposed unconsented 
physical search. These shall include the facts and circumstences 


supporting a reasonable cause to believe that the United 
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States Kereon at whom or at whose property or possessions 

the search is directed is an agent of a foreign power or 

foreign terrorist group; the facts and circumstances relating 

to any intrusion which might occur upon the property or 
possessions of any other person; and the facts and circumstances 
supporting a reasonable cause to believe that the informatiodn 
sought is foreign intelligence or counterintelligence which 


cannot ‘reasonably be obtained in a less intrusive manner.' 


Bu ''The only information from unconsented 
%, 


physical searches directed against United States persons 

abroad retained or disclosed by CIA shall be foreign intelligence 
or counterintelligence, except that other information, 
incidentally gathered, indicating involvement in activities 

which may be in violation of law may be disclosed to appropri.ite 
law enforcement agencies.'' 

4, ''when, in emergency situations, the time 
required to secure the prior approval of the Attorney General 
would cause failure or delay in obtaining foreign intelligenc: 
or counterintelligence and such failure or delay would 
result in substantial harm to the national security, senior 
CIA officials abroad, designated in writing by the Director 
of Central Intelligence, may authorize an unconsented physicai 
search to be directed against a United States person abroad, 
or against the SraseeEy or possessions of such a person, who 


there is reasonable cause to believe is an agent of a foreign 
A 
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power or foreign terrorist group. The Attorney General 
shea immediately be notified of any emergency search, the 
circumstances surrounding its authorization, and the results 
thereof. Searches conducted pursuant to any such emergency 
authorization are otherwise subject to the procedures outlined 
herein.'! 

5. ‘'Nothing in these procedures shall be taken 
as beset Hie Oias whatever lawful authority CIA officers and 


employees may have, in common with all other citizens or 
om +, 


persons, to take emergency action to protect a person whose 
life or safety is in immediate danger.'' 

6. In addition, all searches regulated by these 
procedures must also conform to the requirements of Presidential 


Directive NSC-19 (25 August 1977). 


be ‘tthe definitions of section [4-j Executive Order 


fiz036} shall apply to these procedures.'' 
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MANAGEMENT 

a 

PROCEDURES RELATING TO COUNTERINTELLIGENCE ACTIVITIES 
IN THE UNITED STATES 

‘Ve Procedures approved by the Attorney General 
relating to CIA counterintelligence procedures are: 

a. ‘'CIA may request the Attorney General to 
hae cee CIA counterintelligence activities, in coordination 
with oye FBI, within the United States. Such request shall 
be poe asa through the FBI and shall include: the target 
of the counterintelligence activity to be conducted by CIa; 
the information or object which is sought to be obtained or 
accomplished; the reasons why the CIA rather than the FBI 
should conduct the activities; and the views of CIA as to 
why the National Security Act of 1947 does not prohibit such 
activity in the United States. The FBI shall submit such 
requests to the Attorney General with its comments and 
recommendations.'' 

b. ''any FBI request for CIA participation in 
counterintelligence activity conducted by the FBI shall he 
submitted to the Director of Central Intelligence. If 


approved by him, the process for Attorney General approval 


set forth above will then be followed.'' 
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2. Any request from DoD for assistance in U.5.-~- 
based counterintelligence operations directed against 
foreign intelligence targets must be approved in accordance 
with paragraph c(3)(b) of this regulation and be coordinated 
with the FBI and approved by the Attorney General in accordance 


with paragraph 1a of this Annex. 
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STATINTL 
MANAGEMENT 


a 
[~ REQUIRED PROCEDURES REGARDING ASSISTANCE TO OR 
FROM OTHER GOVERNMENT COMPONENTS 
Tee Responsible Agency otficials may approve a 
request for assistance to or from another government component 
in the following circumstances, consistent with this regulation, 
Executive Order 12036, and other applicable law, order, 


directive, or regulation: 


‘ *.. 


a. Activities in which CIA is explicitly authoriaia 
to engage by. Executive Order 12036, NSCID's, DCID's, or 
paragraphs 16(3) (b) through (h) of this regulation. 

b. Third agency dissemination, 

Cis Preparation or dissemination of information 
analyses or reports concerning foreign phenomena and foreign 
personalities. 

d. Security clearances and related information 
under Executive Orders 10450 and 10865. 

e. Employment references. 

2. A request for any other type of assistance 
(whether administrative, financial, logistical, operational, 
or intelligence support) shall be forwarded by responsible 
officials to their Deputy Director or Head of Independent 
Office for approval, accompanied by the following information: 


a. A description of the activity and the assistan-e 


| requested. 
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b. The anticipated duration and frequency of the 
es 

four All organizations involved in the activity. 

d. The rationale for the activity and the assistance. 

e. All anticipated Agency financial and manpower 


requirements. 
fs The Agency official to be contacted for 
further information and the Agency official responsible for 


the performance of the activity or the assistance. 
- 


g. The concurrence of the Director of Finance 
when the assistance involves an Agency financial commitment 
or the tant reimbursement, receipt, or expenditure of 
funds. 

Bis Deputy Directors and Heads of Independent 
Offices may approve a request for assistance so long as 
there is precedent for it, it is of a type determined 
previously to be legal and proper, and it has no serious 
policy or resource implications such as: 

a. Establishing significant new policies or 
suggesting the desirability of new policies. 

b. Requiring reports to, or approval from, the 
Office. of Management and Budget. 

Cc. Conflicting or overiapping with agreements 
with other U.S. Government agencies. 

d. Involving complex, sensitive, or important 


= matters which should be made known to the Director of 
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Central Intelligence. 

e. Requiring reprogramming or reallocation of 
funds. 

£ Conflicting with the spirit of existing law 
or policy even though technically appropriate. 

4. Requests for assistance which have no precedan., 
have not previously been determined to be legal and proper, 
or have serious policy or resource implications shall be 
forwarded by Deputy Directors and Heads of Independent 


m %.. é 
Offices to the Office of General Counsel for consideration. 
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Memorandum For The Record: 
FROM: 


SUBJECT: Comments on DCI Changes to "| 


1. Re Page 3 - Deletion of the qualifying phrase 
"serious or continuing" in this reference to breaches of 
security could lead to routine reporting of all security 
violations to OGC. It would serve no purpose to have every 
"open safe" violation brought to the attention of the 
General Counsel. Only those cases giving rise to suspicion of 
intentional security breaches (vs. human carelessness) should 
go to OGC. 

2. Re: page 19 - The language of subparagraph (9) is 
a direct quotation from EO 12036. The Director's desire to 
include reference to "this regulation" will have to be 
accommodated in a slightly different manner, perhaps by addins 
after the italicized quotation the unitalicized words "or 
by this implementing regulation." 

3. Re Page 29 - I assume "individuals being considered jor 

or holding security clearances or approvals" include Contractor 


personnel, but defer to OGC and OS. 
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4. Regarding the DCI's question on signature. I would 
suggest we provide an approval sheet on which he signs once 
and thus approves the basic regulation and each of the 


new annexes (specified). 
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MEMORANDUM FOR: Director of Central Intelligence 8-1 - 49 
VIA: Deputy Director of Central Intelligence 
FROM: John F. Blake 
Deputy Director for Administration STATINTL 
SUBJECT : Approval of. HR ites 3 
STATINTL 


1. Action Requested: Approval of the attached revision of na 
Restrictions. on. Intelligence Activities. 


2. Background: STATINTL 


a. The proposed revision of cy | is resubmitted with a 
synopsis at the beginning. The synopsis will be in bold face 
; : type when printed. Addition of the synopsis has permitted us 
to abbreviate paragraph a(1) slightly. 


b. Concerning your question whether overhead recpnnaissanc? 
STATINTL : ante : 
may be mentioned in an unclassified regulation, the reference on 
page 16 of the attached revision was taken directly from section 


- 2-208(h) of Executive Order 12036. STATINTL 
an pws © c. Recommendation: That you sign the attached revision of 
HR 
CEL - 0K! 
2 7 


\~ ‘A 
eK, : 
i € Attachment: a/s 
2 : ae 
a 4 yr ~ : 
. + 1 i ‘ 
ahs a \ ‘ 
af a gory 47] es 
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MEMORANDUM FOR: Director of Central Intelligence 


VIA: Deputy Director of Central Intelligence 
FROM: John F. Blake 
Deputy Director for Administration 
és a STATINTL 
BJECT: ..Approval of HR 
aa STATINTL 
1. Action Requested: Approval of the attached revision of HR i 
Restrictions on Intelligence Activities. 
2. Background: 
; a. With the issuance of Executive Order 12036, a new version STATINTL 
Nig aly of HR articulating various restrictions on CIA's activities, 
meen becam essary. The attached revision, prepared by the Office 


SATA Den? 


of General Counsel, has been fully coordinated within the Agency. 
It is one of the regulations which requires the signature of the 
DCI rather than someone exercising delcgated authority. 


b. As noted in the text, some of the annexes are from the 
old regulation and are to be used until we obtain Attorney General 
approval for replacement annexes. 


c. The appearance of the regulation requires some explanation. 
To facilitate publication the text is in double-spaced ETECS 
(Electronic Text Editing System) format, which can be read by an 
optical character reader. The red marks are instructions to the STATINTL 
ETECS operator to insert brackets and asterisks where these are 
required and to convert the underlined portions to italics. The 
marginal arrows indicate where the text has been changed. 


3. Recommendation: That you sign the attached revision of HR le =) 


John F. Blake 


Attachment: a/s 
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